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That 'Internet of Things' Thing - RFID JOURNAL *
:2015 axnm N"ITa ,0MATA YW VNVIRN DX P TN LFTC -0 ,NNAN NIXINA ANoNY N7 TN NN 2
"The Internet of Things (“loT”) refers to the ability of everyday objects to connect to the Internet and to send and
receive data. It includes, for example, Internet-connected cameras that allow you to post pictures online with a single
click; home automation systems that turn on your front porch light when you leave work; and bracelets that share with
your friends how far you have biked or run during the day."

Mwun IXY,0NATN YW VVI'RN 7Y D'NIN'DI PIN MINN NP0 3

Visions and Challenges for Realizing the Internet of the Things (2010), editors: Harald Sundmaeker, Patrick

Guillemin, Peter Friess, Sylvie Woelffle; sec. 3.2
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Daniele Miorandi, Sabrina Sicari, Francesco de Pallegrini, Imrich Clamtac, "The Internet of Things: Visions,

Applications and Research Challenges" (2012)

.(2014) 7D>127N HY VITOIND MNOXIN MNPNT 107, DVIIN Y

N'79'?'12 "DMNAaTN 7w VIVIRN" W 4
statistica research °
Y2 ,NTTORIA NIY'9INN 170'0 AN 7Y 21 TN YIVUA AN ;11073 1NN an W nifed'73 NIThn 7w npo 7wn' Ik 8
"DMaTn 7w uvaRN"
X’
" We Asked Executives About The Internet of Things And Their Answers Reveal That Security Remains A Huge Concern"
Business Insider. Retrieved 26 June 2015.
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V. Lara. What the internet of things means for consumer privacy. https: //perspectives.eiu.com/technology -
innovation/what - internet - things - means-consumer-privacy-0/white-paper/what-internet-things-meansconsumer-
privacy, March 2018.

N o
Feamster, Nick (18 February 2017), Freedom to Tinker "Mitigating the Increasing Risks of an Insecure Internet of
Things"

X1 10
J. Caltrider .10 fascinating things we learned when we asked the world “how connected are you?”
November 2017

ax U
Nguyen, D. T., Song, C., Qian, Z., Krishnamurthy, S. V., Colbert, E. J., & McDaniel, P. (2018, December). lotSan:
Fortifying the safety of loT systems. In Proceedings of the 14th International Conference on emerging Networking
EXperiments and Technologies (pp. 191-203).

AN B2

ght, A.; Rowland, C. (2015). "Chapter 11: Responsible IoT Design". In Rowland, C.; Goodman, E.; Charlier, M.; et al.
(eds.). Designing Connected Products: UX for the Consumer Internet of Things. O'Reilly Media. pp. 457—
64. ISBN 9781449372569.
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FTC Staff report, "Internet of Things — Privacy & Security in connected World", January 2015
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Bastos, D., Giubilo, F., Shackleton, M., & EI-Moussa, F. (2018, December). GDPR privacy implications for the
Internet of Things. In 4th Annual 10T Security Foundation Conference (Vol. 4, pp. 1-8).
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Gupta, S., & Ghanavati, S. (2022). Privacy in the Internet of Things: Where do We Stand? A Systematic
Literature Review.
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Gupta, S., & Ghanavati, S. (2022). Privacy in the Internet of Things: Where do We Stand? A Systematic
Literature Review.
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Michalec, O., Milyaeva, S., & Rashid, A. (2022). When the future meets the past: Can safety and cyber
security coexist in modern critical infrastructures?. Big Data & Society, 9(1), 20539517221108369.
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Emami-Naeini, P., Agarwal, Y., Cranor, L. F., & Hibshi, H. (2020, May). Ask the experts: What should be on an loT privacy
and security label?. In 2020 IEEE Symposium on Security and Privacy (SP) (pp. 447-464). IEEE.
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Security & Privacy Overview

Smart Security Camera, NS200 ‘ a sa
Fimmware version 2.5.1: updated on: 6/15/2019
The device was manufactured in: United States

E Security updates  Automatic (available untill 1/1/2022)

Security Access control Password, Factory default, User-changeable,
Mechanisms Multiple user accounts are allowed

Sensor data collection
Video Audio

Providing device Providing device
Purpase functions, research functions, research
Data stored on device | Identified Identified

Identified, Option to Identified, Option to
Datastoredoncloud | ae delete

Shared with | Manufacturer Manufacturer

Soldto | Motsold Mot sold

A

Other collected data | Presence, Temperature, Carbon monoxide, Usage
. information, User-entered information

Privacy policy www.NS200.example.com/privacypolicy

o Detailed Security & Privacy Label:

www.iotsecurityprivacy.org/labels

Information
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Security & Privacy Details
Smart Security Camera, NS200

Firmware version 2.5.1, updated on: 6/15/2019
The device was manufactured in: United States

Casa

Security updates Automatic (available until 1/1/2022) L
Access control Passwiord, Factory defaufl, Userchangeable, Mulipleuser
accounts are allowed
Security oversight Audits perforrmed by intermal security auditors L
E Ports and protocols www NS200 examnple. com/port
Securit Harciware safety wiw NS200 example.com/hwsafety
Mechanisms = Software safety www NS200 exarnple comn/swsafety
Personal safety wiww NS200 example com/usersafety
Vulnarability disclosure and management wiww NS200.example.com/vulreport
Software and hardware composition list www NS200.example.com/BOM
Encryption and key management ww NS200 exarmnple corm/key
Sensor data collection T
Video Audio Presence Temperature | | Carbon Monoxide
4 W sy Cortinuous, Pavicdic, Opbion 1o Cortirnous Dption Coninuous, Dption
Collection frequency s Adusiabe O | pprout ot 0| o [~
Pu Providing device Providing device Proidngdevice o || Provdng device || Prowding device
rpose functions, resesrch functions, reaeach functions: functions functions
Data stored an device | detfed 0 | Identified 0| Deideried || Deidemified 0 || Deidermified o
Local data retention ime | Upteamorh o ||Upioemomh @ Uptoayesr o |Untoayes o || Uptoayesr e
Data stored on cloud | o=+ 0%%0 0 | FEIRAON B | Nockoud storge © |Deidertled @ | Dodlorifed ©
@ Cloud data retentiontime | pioarot | poamenth O Nodowd storge ©|Upbamorth O || Upbamenth  ©
Data Shared with | Manufacturer 0| Manufacturer 0 || Mot shared o ﬁmm WWMD
Sharing frequency | perodc, Adustabie © || Percde, Adustable © || Not shared @ || Continuous © || continuous a
Soldto Motk || Notsol || Notsold || mirdpary 0| ;T‘nrgtﬂ::? S
Other collected data _lesagmnfumatm |Jserentered infomnation 2
Data linkage Data may be linked with intemal and extemnal data sources @
What could be inferred from users data Mo data inference L
Special data handling practices for children Yes L
In compliance with GDPR, 1902700 L+
Privacy policy winw NS200 example comy/privacypolicy
Call Casa with your questions at A12-313-2793 (24/7 support) @
o Functionality with no infemet Limited functionality on offline mode o
Functionality with no data processing Linnited functionality on dumb mode 0
Infi " Physical actuations and triggers Device blinks when motion is detected o
Compatible platforms Arnazon Alexa 0
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