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Lin William Cong & Zhiguo He, X1 X192 n»3191150 2v ©71151 93071% .of-work™)
17°p0% .Blockchain Disruption and Smart Contracts. 32 REV. FINANC. STUD. 1754 (2019)
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.Rights, 5 J. CYBERSECURITY 1 (2019)
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Maxim Panov & Yury Yanovich, Automatic Bitcoin Address Clustering, 16TH IEEE
INTERNATIONAL CONFERENCE ON MACHINE LEARNING AND APPLICATIONS, 461 (2017)
(“Bitcoins owning and transferring (addresses and transactions) is available as a public
ledger called blockchain. But real-world owners of addresses are not known in general.
That’s why Bitcoin is called pseudo-anonymous. However, some addresses can be grouped
by their ownership using behavior patterns and publicly available information from off-
.chain sources™)
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Shaanan Cohney & David A. Hoffman, Transactional Scripts in Contract Stacks, 105 227
MINN. L. REV. 319, 335-336 (2020) (“a programmer named Vitalik Buterin proposed and
developed Ethereum, a blockchain based computing platform, with an associated
cryptocurrency, Ether The protocol’s explicit goal was to permit enhanced scripting—more
Q3 X7 .complicated logical operations than recording ownership—on a blockchain”)
GAVIN WOOD ET AL., ETHEREUM: A SECURE DECENTRALISED GENERALISED TRANSACTION
.LEDGER 151 (2014); Ethereum Project Yellow Paper 1-32 (2014)

Smart Contracts: 10 Use Cases for Business, AMBISAFE, https://bit.ly/3ACKbrQ (“Smart 228
contracts do not require any intermediaries. Hence, you pay no fees. As there’s no
bureaucracy involved, transactions become fast and cheap. Moreover, the transparency
guaranteed by the blockchain reduces the possible risks of fraud”), Alexander Savelyev,
Contract Law 2.0: “Smart” Contracts as the Beginning of the End of Classic Contract Law,
26 INFO. & COMMC’N. TECH. L. 116 (2017), Ethereum Smart Contract Best Practices,
GitHub: ConsenSys: bit.ly/30L4KJW; Primavera De Filippi & Samer Hassan, Blockchain
Technology as a Regulatory Technology: From Code is Law to Law is Code, First Monday
(Dec. 5, 2016), https://bit.ly/3NJ3R0d (“[S]mart contracts are actually meant to replace
.legal contracts”)
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Sergio Martins& Yang Yang, Introduction to Bitcoins: A Pseudo-anonymous Electronic 230
Currency System, Proceeding of the 2011 Conference of the Center for Advanced Studies
.on Collaborative Research (2011)
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45’nya,aw 270

Brenna Smith, The Evolution of Bitcoin in Terrorist Financing, BELLINGCAT (Aug. 9,2019) 271
.www.bellingcat.com/news/2019/08/09/the-evolution-of-bitcoin-in-terrorist-financing

.254 w7 Y ,Carroll & Windle 272

.4'10Y1,264 W71 VY ,WEIMAN 273

.254 Wi 2°¥% Carroll & Windle 274
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TIMY2TI PINT NDYIR 971X TIRN WP 7T ARYIND L0100 N1y Twn Yw mipna
27521927 2V DWRNWwnT DR NITTY

DIMVPRYR NIYALNI WIRW2A IO QIXYI 15707 DX 17°T 2210 D2PRINNI 02102137
JIVWD NPV MW I $15°0 DADET NON MNAY A1 wIw W YROXI0IDT DX
Initial coin ©*I1IVPYR NIYAVH YW NPNWRI NIPDIT 1°TOA? 1217 X 02IY2 DIV
19°077 0PYI .NIVILNA PPN RY WIW ¥1INDI DY pwn BV 13 1Ivn3a (offering (ICO))
TI0°X *PINY QNIR IDDIM DPIIWRIRT NIYIVHI Q°NIPW 21NN HY MIPDR 1157 NN
P21 ,79 YY 701 X237 PHNA AYR AR PR NIATY NITIR YV 217170 1R 137 N1avi
AXPIP 017,73 NPV NPDIT DR TI0KT TIPARNI NPIRR WA 0PI NPT W
276 11191 071WRYR MYV YW NIPDIT HY TI0RI TIHANI NPNRR AW 0PI 1707
D™IYY 0PI DPIIVPLPR NIYAVHA QDO O3 YW NINIXA Y3 Y 770K AXMIP 0117
2017 72nvD0A T 1702 277.01M0PYR NIYIVHI WINWI NR 02w PINT? anTunw
DIMVRR MYILH? NYAIIT DN YD NR TIXY? DAW 1977 7377 *NI1PWI 02185707 219
TIIARY VIPI2 ININDIW DNV QPIYET Y YT P02 Ywnniw IV, 0121 1IN
Yy nnpbn MWIA 278.01pIn PR 07DINWVEMP MY YW NPT 3 o3 ¥ap)
1Y>7971 Swiss Financial Markets Supervisory Authority (FINMA) 7°°19W2 0°°011°0 Q°p1w
107K *PIN YW NIRTIAT NIDAY TWNA NIPDIT YW 0D ¥DD 0P AN MPRNw 20172
27925071 D’PIM MV M TIOK PN, ]I NI

DML, RWIT 2720 DPIVPYRI MYV PIWA NIPAOR DLW 1T, DY
7119711 17 N1AYR Y1 W PLITIP PIND WI223Y YIwDY 0°37% 09I 2720 vHWH N
713,107 NDIR NN 21NN YW NNDH N*WnH .0 IVRPYR NIYIVH NIYEHR 0
WINW 0°YWIDI D°VOMIIY YW NIXIAPK YN XU NY0IPD 1781 Yw mYapy 11van
280 p»1370poR NIYaLn3a A1

.2/1my1,255 w71 VY Breu & Seitz 275

Saman Adhami et al., Why do businesses go crypto? An empirical analysis of initial coin 276
"m¥a,14 W77 VY Jabotinsky & Sarel 197; offerings, 100 J. ECON & BUS.64, 64-75 (2018)
3

255 w”n 995 Breu & Seitz 277

Bloomberg News, China Widens Ban on Crypto Transactions; Bitcoin Tumbles, Bloomberg 278
.(Sept. 24,2021) https://bloom.bg/3yIPmFo

72mv5Y 2972 FINMA 2w n1nin vy ny7Ia» 0’on»nn,7 'nya,255 0”1 V9 Breu & Seitz 279
Yaun MpoITa PIwA 7hY WOW XYM 001D DpNW YV NApDHT T NI EYW 2017
NIRTIN2 TN WK ,FINMA (Guidance 04/2017) ,77 RW132 7°772 7172095 MWIT 77102
7Y 0I19°°12 IR0 9272 DIRTT LNIRPIA AR°RN DIRIT LI 130707 117 n1a5na nnnbnb
NIPDIT PW 0*1pn 11 NIRIN K271 23 127X AR FINMA N2 0up1p nypwn®? Twra RN
www.finma.ch/en/news/2017/09/20170929-mm- .710213773 IR 1IDIT ORI ¥12pY 773
.ico/ (last visited 4 Jan. 2021)

.13 w771 v ,Goldman et al. 280
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79275 ,"1170pYX ¥avn 2w NIpD3R 2y 5773 990°K MORY DIPH PRW NI7130 1K DDIR
.OPIMVPPR NIYALR2 WIWAW NIAVAT 7Y NN 2287 OV PIPNR DR TYwI qwyn
MY DO 2ROV PINY TIINID NYRINDT MYPYD MNPRI TppnaY ¥¥%1 ,NXT DAN
DIPAW 20 oMY DX HIVNY WDHRYI AP0 JIN2 D2YRYI NP 2°919°W NIRY
NR 79992 72781 I W3 N7 X2 M2PYDY 0»190pYRT NIWaVn DX ava? ovRinw
RO IMIX D¥MXY 0377 NN 237 77 1AM 0PIIVPYR NIYIVAI NPHYMING °3 71377
WIW3a M0 119°m7 PIT D129 MOOR T3 pARNI 7PPR OMPNAY WOW NNDMT N30
.DIM0PYR NN

DYDY 772 DPIIWVPPR NIVILH PINR Y MIRp M2 ()

% ,09IR 000 LY OPVPILXR NIPAY 2217 OPIMWPIR NIYIVH 720V D
,JPWRT P3N 7T IR PUIY YRIAND D°00Y 772 DPIIVRIR NIVIALNI WINWIY
IRTIORY QDWW IV NIIR 072 WIWA .78 PR NIVIVAT W 05IWW 773190 Ywa
279571 170 NI 2RI YW NI NR D¥NEH DPIIVPYR NIVILNHI WV NI
n03% NIWILHT NINT 2PWA DPWRT,NWIHW .0%1510 PER DN 00 Py nwhw
NI I PNIPW DR NIDYDIM NIIPIM INPW 935 0°1330M AR 0°INM (fiat) *NIIN
DMIRY 073121150 NP 295 NI YW 793191 NPon R 73771, 0°y°a7 281 mphn naon
PR YW 13777 PV 7Y°DWM 03,1107 MNIIRY NPNWN NRYR 073w, 07157107 0°DIAIRA
NI%P29°R% 079137 DPX IV NXIR IR DV YW ¥R OXR, P17 IR IO
73 M%p3a 02 wHNWY 029157 0PK IR ,XN1TN YALRY YIT3 {3 0PI0RYR NN
,0°9¥7D 071 QAW D TR D2 M2V DYWHT,PIIR I3 0INR 2MIIN IR,PWI wIDT?
282 mmInp oM1° Yo 0 I0PYRI NIYALNTT NPIIN PR 0MPn3

L2737 712127 9970 2173 NIPWA 07IVRYR NIYIVH WINWR MYV TNYa 0k
2R NPINNDNT .0 ANDNM D ITIVPYRT NIVILAT O3 1TV 9113 2w NIVPW DIV IR
5w NIXI2P? IWDHR?I DWHNWwN 237 0 110PYRA NIYAVNI WINW IR PRt N>
,72 .NI2M7I MIDPN 7L *Y¥IN 13IRDI DD 01732 B2ATIVH NIPA? NIV M1IXIRI W
1INV Y 2781 10 PR 2T DPNIVPIR NIVIVNI VIPWIY 112°02 WK PR PR
SPIRDT

.27 'nya,3 w1 995 ,DION-SCHWARZ, MANHEIM & JOHNSTON 281

“This is true, for example, of al Qaeda in the Islamic) 6 'a¥3,13 w”71 929 ,Goldman et al. 282
Maghreb (AQIM) in the Sahel, Al Qaeda in the Arabian Peninsula (AQAP) in Yemen, and,
FATF REPORT, EMERGING TERRORIST 23 IX7 .in some measure, ISIS in Iraq and Syria”)
FINANCING RISKS 7 (2015) (“If the areas in which these groups operate lack the basic
technical and telecommunications infrastructure for their ecosystems to support the use of
Bitcoin, then there is no reason for terrorist groups to accept value from outside donors in
.that form”)
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NIYAVLH SWHNWH NIAT NINK SW 192193 11989139 7100 .2
DDID DPR DND WM VIR OPR D IIWPIR

197191 I NI MOOK *PIN NDOR? DXNWR DNV DIV — NP PIT .1
D»IMLPYR NIYaLN Y M0

the Sth European Anti-Money [ NIa%7 TI0°KY MW nnn nobIPRI 12°0RIII
nPIN? 710131 2018 *21Y 92 PP 283 Laundering Directive (hereinafter — SAMLD)
WX TIRT A7 NIRRT NIRPIAT NIWIW INRY AppnI 2°VPIII 2020 IR
X272 NMON 720VRIIR 2849101 Ay wD oMEY 0PIIPYR Nvavna vIw®
,ANWRIT OYD .10 11917 37 NI ¥1I1Y 713 N0IPD NIXPOYA INT 71271 MIDPYY
SW 0N °PDo PV 191 RITW IR, 070 PR NIYALK 2w NIRPOY YV 791 737077
*PDD P¥1 NI YaAunY AYKR NMIvavn bW aIna Cnw 1nd ,0°0pIR NIvavn
181 (SAMLD fact sheet'1) 772°0p7777 2W NI30M7 DX DD Y1117 117923 285.09p1K 0
“The rules will now apply to entities which provide services that are in charge of holding, >3
DX 7°2A0 APpPRRW %D 7Y 1993 286 5t0ring and transferring virtual currencies”
D°112°0 QY TTIMNAY 1Y Y0 71V YYa YT DPDITRI NINWIY pont NIDpwn
WIwn M2 NTYAY Mvn NNY X7 77007 TWRI N0 NI N0 1100 02V
nwav» YW 7917 *NIPY 75°DON F0RIT,AWYNY .07 IR DPNIPR NIvavna

.Directive (EU) 2018/843 (June 19, 2018) 283

EBA European Banking N°017°Xi NIXpIa nwa? on»nm 3 /mv3,255 w71 2°¥Y  Theodor 284
WX ,2014 °912 7Y “EBA Opinion on Virtual Currencies™ NX 7%°577 MWK Authority
“Criminals or terrorists use the VC remittance systems and accounts for financing 2 N3°°¥1»
purposes (C03). The risk arises because, as a means of payment, VC schemes are not
confined to, and are accepted across, jurisdictional borders. VC transactions require nothing
more than internet access, the VC infrastructure is often spread across the globe, making it
difficult to intercept transactions, and VC transactions tend not to be reversible. The
priority of the risk is high”. referring to EBA European Banking Authority “EBA Opinion
on Virtual Currencies”, published by EBA in July 2014 states on page 33 “Criminals or
terrorists use the VC remittance systems and accounts for financing purposes (C03). The
risk arises because, as a means of payment, VC schemes are not confined to, and are
accepted across, jurisdictional borders. VC transactions require nothing more than internet
access, the VC infrastructure is often spread across the globe, making it difficult to
intercept transactions, and VC transactions tend not to be reversible. The priority of the risk
.is high”

(June 19, 2018) Article 2 (d) (19): “custodian wallet provider” Directive (EU) 2018/843) 285
means an entity that provides services to safeguard private cryptographic keys on behalf of
.its customers, to hold, store and transfer virtual currencies...”

5th Anti-Money Laundering Directive Fact Sheet 2 (July 9, 2018): https://ec.europa.eu/ 286
.newsroom/just/document.cfm?action=display&doc_id=48935
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07021°D71 NITOIAT 03 B°DIDD 12w NIMVIAT NIW T TNIRY D7PIIX *PDOT D7 IWPIX
72°LPIII DR YHOIY WITI PDITRI TINRI NINANT NIINT 93 °D 17%1.0°N70N7
.2021 IXIP°2 10771 7Y NN Apopna

PIM? TIVIW PIN MIVET 38T PDIPRI A¥YINT 202129177 2072,72°0p77 71 Yy foN
D797 OPIIR ,APK NIWET DY 10 1197 37 NI2YT TI0°R RWNA Ap°RR DX
T YR .WIWY DMI0K 171 (crypto asset wallets) D?1I1IX 0711IVPPR D021 QP TN
PDO WHNWMI,*DITRIT TINRI TI0OKI 125W 0°1°IIR P12 MINAWNY 79X DRI ANWN
WYNY 73.7MPY DX 1577 NTPNIT DY NI NTIVA M1D0M DNXY NITTY 19700 0PI
287 @ wP PRI NIV PIW PV 03 9170 197197 37 NIV MOR KW DPINT 0°2mIn
Yy Y71 JIORY DDINVDMP 00312 DNIPW "IN 022NN 02295 TIPRIT Yap ,n0Na
288 ¥ pTINLAN 02373 0NN

TINAN ANIPY YW 0P NIIN DX 1AW 27IYX NITOA PN ARPITINRT 0I3NPI 03
RWI2 7137 0IAIPT YW 7IYTNN 2017 *X1) 200 ,N7127 NIZIRD .0PIWRIR NIvavn®
YW MNP 7577 ¥¥2% 0°10 1INweaY TIWwnn Yy 1005w pIn nyRa Yy 37pw qwnnal
3% NDON RPN 2018 IR 2899790 11971 07IVPYR NIYAVNI WIN W *115°0
YRNXY ARWH M5 0022 ANILAY 713 NNIWIN N0 NP0 RWIID 0P

Beating Financial Crime: Commission Overhauls Anti-Money Laundering and Countering 287
the Financing of Terrorism rules, European Commission, Press Release (July 20,2021)
https://bit.ly/3rzfT2E (“[I]n addition, anonymous crypto asset wallets will be prohibited,
1073 0227 ANRT IR 29907 fully applying EU AML/CFT rules to the crypto sector”)
Council of the EU Press 181 0°377371 @°129Wi ¥ Y771 I0X? 0°57310571p 0°0512 117w
Release, Anti-Money Laundering: Council Adopts Rules Which Will Make Crypto-Asset
Transfers Traceable (May 16,2023) https://www.consilium.europa.eu/en/press/press-
releases/2023/05/16/anti-money-laundering-council-adopts-rules-which-will-make-crypto-
.asset-transfers-traceable

DIMIM @AW Y Y71 §I0RY 07DV IR 070313 NIIPW YN 027NN TINRTV995Y  288
Council of the EU Press Release, Anti-Money Laundering: Council Adopts Rules X7
Which Will Make Crypto-Asset Transfers Traceable (May 16,2023) https://www.
consilium.europa.eu/en/press/press-releases/2023/05/16/anti-money-laundering-council-
.adopts-rules-which-will-make-crypto-asset-transfers-traceable

Homeland Security Assessment of Terrorists Use of Virtual ;255 w”i1 9°¥% ,Breu & Seitz 289
Currencies Act, H.R. 428, 116th Cong(2019) https://www.congress.gov/bill/116th-
congress/house-bill/428; Shane Kelly, Money Laundering Through Virtual Words of Video
Games: Recommendations for a New Approach to AML Regulation, 71 SYRACUSE L REV.
1487,1510 (2021) (“The Homeland Security Assessment of Terrorists’ Use of Virtual
Currencies Act calls for a threat assessment of ‘individuals using virtual currency to carry
out activities in furtherance of an act of terrorism...”””); JAY B. SYKES & NICOLE VANATKO,
CONG. RSCH. SERV., R45664, VIRTUAL CURRENCIES AND MONEY LAUNDERING: LEGAL
.BACKGROUND, ENFORCEMENT ACTIONS, AND LEGISLATIVE PROPOSALS 12 (2019)
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nvavn 9915,0°010b 721911502 AY1? WINW YW NP 7VNYI N°0IrD 1nonY
290 3077 * Yy Yapni XY PINT 02X ,07IVPIR
711 (FinCEN) IXIX7 TIWH2 R IKT 117 N12%7 M0°RY nwan a7 Yy qon
YW 77 NP 1N 2ANDNY nonnn R°7 3 7RxR nwan 221w nemn
NPTI0N PIN NILNY ,“money transmitters” ,0’DDI ¥1°AVAI DPIWPIR NIVILNH
N>7Y1m3 9190 1791 117 N12272 AN PR? NPRINRT X7 I D122 Mwan 292.00Kp1an
anY R ,07pIn XY 0w WH N01°D N3N PV MPWY INI0N .NPNTI0NT N0ID:
mIN*1 ,I0°RI NIIOND PAVIVOR WINW 7T *MIRDI INL’AT DR 0IPYI 117 N1avna
PIM IM ©PINY NIPX HW 750K YN 717 19 AW X0 29300100 Py In Yw nxom
,2IRWI 122 294.mmawn 917001 21w 012 NIRMAN DR 29w WK ,NPKRPIAT NPTI0N
7MY DR 7377 YW 111 71°7° 07503 NNV DPIWHRNW Q°DIAPW XINY NWIT MW
20187 2n5132 295.MTIWN NMIXPOY HY 1NN 2wl 1IN D129 MO°KRY N°I0IN (KYC)
00193 1991 001D D°NIPWY DPOY OF DPIMWRPR NIYALM IBYNW 717137 NI
Anti-Money Laundering ,777 N32%71 10°K? WINa pIna ppna, Jwnna 226.a%% nw»1?
NITI0 PIN PW NITTAAT DR 20 PINT 2021 NPWRIL 03P 12vw 297, Act of 2020
D PPRW 02p0Y YY 19IMPW 75 ,0°°01°D N1T0IN YW ,Bank Secrecy Act (BSA) ,N°Xp1an
nIMPYa YW NITTA DR NRRY 0578 70 NP ,pInT Y .0 upR Nvawn
Yy ©MIPT NIMWIL WU Y73 NIRPOYI AR NpEYI 119°0 YW 09515 nndY ,0nvw
LT DY A0 LTIAN CNIPWA P NIpnDn T AwIn I ,09R 298 0mwn My ys

.Financial Technology Protection Act, H.R. 56, 116th Cong. § 3(a)-(b) (2019) 290

US House of =% 11971 3 ’mya ,3 w”n Y°¥Y ,DION-SCHWARZ, MANHEIM & JOHNSTON 291
.Representatives, Financial Innovation and Defense Act, H.R. 4752, January 20, 2018

“regards developers as well as exchanges of [virtual currency] as ‘money transmitters’ for 292
Blake Hamil, EU Cryptocurrency 1IX7 the purposes of the US Bank Secrecy Act”
Regulation: Creating a Heaven for Businesses or Criminals?, 48 GA.J. INT'L & ComP. L
.833, 837-838(2020)

Mission, FIN. CRIMES ENF’T NETWORK, https://www.fincen.gov/about/mission (Oct. 25, 293
2019) (“The mission of the Financial Crimes Enforcement Network is to safeguard the
financial system from illicit use, combat money laundering and its related crimes including
terrorism, and promote national security through the strategic use of financial authorities
.and the collection, analysis, and dissemination of financial intelligence”)

FinCEN’s Legal Authorities, Fincen https://www.fincen.gov/fincens-legal-authorities 294
“This Treasury Order describes FinCEN’s responsibilities to implement, administer, and
enforce compliance with the authorities contained in what is commonly known as the Bank
.838 'm¥2,292 w77 »¥% ,Hamil 03 1X7 ; Secrecy Act”

.838 'ny ow ,Hamil, 295

.BSA Requirements for MSBs, Fin. Crimes Enf’t Network, https:/bit.ly/3NJ4E1b 296

.Anti- Money Laundering Act of 2020 H.R. 6395 297

.45 w1 9% King & Spalding 181 72m17% ,Bank Secrecy Act (BSA) 31 C.F.R. 1010 298
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299 Infrastructure Investment and Jobs Act™71 99 QN1 77272 13 N°1377 NIXIX XOW TIINRY
(custody providers) P3N *PHOI DPIMWPYR D031 YW TIHAN NIPW 7T P 20
7907 YW 0PPRRM APINAN DIDIPN IR IPYR 2MIMIPYR YT JI0RY 197081
IR ,MYapnw Nan 300,077 n1Pwa MIPLa Y Pawna o mwvp PR 070317 YW AP
W31 137037 1917 10,0007 P¥n 071W0RYR NIYAVHI 2UMPWwN ,Rya Yaph Ny
302 5210 10151 0B 77K N2 30101 WVPYRI NIWILHT NYAP DY 70157 OPY DIV
TIWn2 ,Office of Foreign Assets Control (“OFAC”) ,0°77 Q%021 5y UHwH TIwnd

HY 910" Y NIPXPI0T NPYIYD NPRRIO JI9XRYY Y712 NIOMND MW, N2 NIXIRD XX
152 303, mmw NP0 N1IDIN NY AR NIVEHRD ,MIRY 1MW YW DD wHn? nin
NIYaVHI NPWYN? Y2707 *13 1TIVNW NIPYPI0Y JITN DR TIWNT 00ID,2021 12I0PIRYD
n12I 1% OFAC YW 717m17 304.nvaunan 02y 02115707 DR 2% o»1vpoxi
2R 07I0PYR NIYILH NIIYNT NIRPOY YY NPIPTIWA MY WK, 021w 218 7157
DY MPUARY DPRINK DPNIWVPIRT NIVIALNT NPWYN 1209737 *NPTH Yan N12IVHN
N127997 195 OFACT *7° 7Y 1I0RIW NIRPOY ,1°D°pYa X PIWn2 ,0°27I9m 177 X
n19an 5915 ,07°10PYRA MYV NPWYNA DA 9, 77m7 20 3059108 Inoma
NITOIM D3 MWD ,0°PIIR PEOY DN ,DIMVIVOPHIR LTI NIPW LPIPI00I
QX790 ,NITPWIT NM 1912 0I0PYR NIYALN? U 0IWYY 07 N710H 001D
799°0 YY NODIANT NPXY NARMIN DI FBWAR PUIvd 13T vonva ,nnph
nIoA% AR NI2NNN M0 ,7NIAWA MPPUPIDR” DR PDoN TN 306.n1PIn-RY
noownY 0°115°0 N27vn 397 (sanctions compliance program) 7207 YW N1¥ N°15IN0

JInfrastructure Investment and Jobs Act. H.R. 3684, 117th Cong. (2021) 299

Timothy L. Jacobs, Jason Feingertz, Tim Strother, New Cryptocurrency Information 300
Reporting Regime New Cryptocurrency Information Reporting Regime Required on Form
.1099 and Form 8300, THE NATIONAL LAW REV. (Dec 29, 2021) https://bit.ly/3Rpah7Y0

Qv 301

Jeft Waldeck, Digital Asset Information Reporting, GBQ (Dec.21, 2021) 302
https://gbq.com/digital-asset-information-reporting (“The two provisions of the IIJA
mentioned above become effective on December 31, 2023, which gives the Treasury
Department time to collect input from the public and write appropriate rules and
.(regulations”

OFFICE OF FOREIGN ASSETS CONTROL — SANCTIONS PROGRAMS AND INFORMATION 303
https://home.treasury.gov/policy-issues/office-of-foreign-assets-control-sanctions-
.programs-and-information

Sanctions Compliance Guidelines for the Virtual Currency Industry, Office of Foreign 304
Asset  Control (Oct.2021)  https://home.treasury.gov/system/files/126/virtual
.currency_guidance brochure.pdf

5/nya,aw 305

.1/1y2 306

JA1/nya 307
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NIRRT N9 AN MpYa nIon PRa o nimIp By v nawn n1a7% ,nomvp 11pa
1997077 IR D¥N¥Y 73 YTH2 WHNWaY T80 MpYi oy o°omei Yw 0»nn mmn M
NpDOM NIPX 171310 N1I22 1257 0 IMWRPR MYavH YW N19an 7277w Avw 309.n1epio’
S 92W 1DIRY MWK NI INT 025718 TITHI DV, TN TINAW NIA0NT NAN
Decentralized Autonomous ) 1131 71131 XY2 D9¥ID7 D»I1M0PYR Mvavn Yy
310 (Organizations DAOs

JVD™MP 031 3% NNV NIWITT DR PHYaY 7T Ywnn Monn 503
W12 DX WP P0IIW DMIMNRTN PYAY 0NN WK NIRWIIX DY QN IINKRDY
*DPX¥DD ]DIRI 0NN 711X 31LmIRDA 1IN0 2R MW 93957 MW MR
.DIMOPYR NIVALK 717 117 NIAYAY NPT N0

nIvavn Hw 7°¥2137 09192 NIDOI NIIPTH NI NI NIRIRDY IDIVRT IR PInn
737 D129 07K PWw 891N TINYY 7577% 2110R YR YAVH NPDIT 11D31°03 .01 WR IR
TIANAN Yauna DR DNPY DUWIRG 93 Yw mphn naon Yw mweIT Nk Xon
wwn nn,771p2 313.39m00 25wa 03 mPm nIo12 Yy 03 nvwvIn MmN 312 ap 0

.12/1ny2 308

.18/1mya 309

OFAC Releases New Detailed Guidance for the Digital Currency Industry, JD Supra (Oct. 310
.20, 2021) https://bit.ly/3 AubowZ

Exec. Order No. 14067 Fed. Reg. 05471 (Mar. 14, 2022); Hadar Y. Jabotinsky, Roee Sarel, 311
When Biden Met Crypto: Thoughts on the President’s Executive Order, THE CLS BLUE SKY
BLOG (Apr. 1, 222) https://bit.ly/3limYgt; US Executive Order on Crypto: What does it
.Mean? THE ECoON. TIMES https://bit.ly/30Nb157 (Mar. 22, 2022)

The Payment Services Act 2019 (Sing.) https://sso.agc.gov.sg/Acts-Supp/2- 312
2019/Published/20190220?DocDate=20190220 (“An Act to provide for the licensing and
regulation of payment service providers, the oversight of payment systems, and connected
matters, to repeal the Money-changing and Remittance Businesses Act (Chapter 187 of the
2008 Revised Edition) and the Payment Systems (Oversight) Act (Chapter 222A of the
2007 Revised Edition), and to make consequential and related amendments to certain other
Acts”); Hadar Y. Jabotinsky & Michal Lavi, Speak Out: Verifying and Unmasking
Cryptocurrency User Identity, 32 FORDHAM INTELL. PROP. MEDIA & ENT. L.J. 518,
560(2021) (“requiring that anyone issuing a cryptocurrency adhere to Anti-Money
Laundering regulation and fill in a KYC on all people buying the token from the issuing
firm”)

Ishan Singh, Are you anonymous on blockchain? Here's how S’pore’s crypto regulations 313
keep track of investors, Vulcan Post (Jan 6, 2022) https://vulcanpost.com/
774173/anonymous-on-blockchain-crypto-regulations-singapore “The primary way to buy
cryptocurrency using fiat money or convert cryptocurrency to fiat money is through a
centralised exchange (CEX). In Singapore, this includes companies such as DBS Vickers
and Independent Reserve. Such licensed exchanges are regulated under the Monetary
Authority of Singapore (MAS)’s Payment Services Act. Following are the points laid out in
the act which the exchanges must comply with: a. customer due diligence by verifying their
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TOINT VIR DWIRD PWIY NIDMX AKX NN, PINT D DY 021177 119°1? NIV YD)
DI MI1T T NI2IN I NI2YA TI0OK ¥ HPINY 0131 HRIW 2 314 FINTRAC *13pi
JOWH NN ©°137 337 315,970 13179911 P17 NI NYAINY SRIWK *NIPW 21011 YW 2mwN
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REv. 1 (2017) (“Bitcoin transactions are not facilitated within a consumer protection
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Dennis D. Hirsch, From Individual Control to DD 139X YW "0°2 YW p>wn IWpna IRY 437
Social Protection: New Paradigms for Privacy Law In The Age of Predictive Analytics, 79
Mp. L. REv. 439, 502 (2020) (“they are forms of market behavior that use speech.
.Therefore, states may regulate the speech involved in them”)

Nathan Cortez, William M. Sage, The Disembodied First Amendment, 100 WASHU.LREv. 438
707,757 (2023) (“corporations should not have intrinsic constitutional rights as speakers™)
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ERIC S. RAYMOND, THE CATHEDRAL AND THE BAZAAR: IR7 .0pIP°% D317 mInD TIp)
.MUSINGS ON LINUX AND OPEN SOURCE BY AN ACCIDENTAL REVOLUTIONARY (1999)
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ERIC S. RAYMOND THE CATHEDRAL AND THE BAZAAR: 1R1 DI Nn1y? 11°w™3 1on
.MUSINGS ON LINUX AND OPEN SOURCE BY AN ACCIDENTAL REVOLUTIONARY (1999)
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BETWEEN TRUTH AND POWER: THE LEGAL CONSTRUCTIONS OF INFORMATION CAPITALISM 75
71579 72vm NN 7wHIN W PA21150” YW 70°5N7 2w 0P RN pYn 03 117201 ,(2019)
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“Over the years, the governance of the most popular ) ,1 Wi %% ,De FilippilR1 444
blockchain networks has become highly centralized, and only a few large corporations
(such as the main blockchain exchanges and wallet providers) are responsible for making
.blockchain technology accessible to the wider public”)

.85/1¥1,218 W1 »vY HOUBEN & SNYERS X1 71T [IV°0Y 445

Anne Marie Bridy, Internet Payment Blockades, 67 01931 TR PR IRI 220N DXy 9y 446
JFLA. L. REV. 1523 (2016)
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PN NV 453.np T3 X0, 170 DD NDYOR DR YR MPTAW 753,0°15107 018NN X
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,Bottle Pay owa 0°p1Ix n7an ,An3172 ,(European Anti-Money Laundering Directive
793nAW VOIS *5YY,2019 HI02 NIPYD PPODIY ANVYAT YY AY I ,APILI132 NO0ANT
NI ORIND TNV DX "WIp2a moyon DNPOEANR APMIRYT 2019 q2n%TY 137273007
“As we are a UK based custodial Bitcoin wallet provider, we .]377 N12%7 M0°RY 72702770
will have to comply with the SAMLD EU regulation coming into effect on January 10,
2020. The amount and type of extra personal information we would be required to collect
from our users would alter the current user experience so radically, and so negatively, that
we are not willing to force this onto our community” (Rachel Wolfson, What the 5" Anti-
Money Laundering Directive Means for Crypto Businesses, COINTELEGRAPH (Jan.10,
.2020))

John R. Hicks, The Foundations of Welfare IR7 N1 D10pn 017°22 %990 Tpbn Yy 450
Economics, 49 ECON. J. 696, 708 (1939)

European Commission, 15 December 2020, Proposal for a Regulation of the European 451
Parliament and of the Council on a Single Market For Digital Services (Digital Services
.Act) and amending Directive 2000/31/EC, Document COM(2020) 825 final 2020/0361

.Art 22 ,Digital Services (Digital Services Act) 452

Miriam C. Buiten, The Digital Services Act: From Intermediary Liability to 72RI72IRT 453
Platform Regulation (Working paper, June, 2021) (at 21)

X7 27.6.2021°2 "[iﬂh'? 01931 7IINRY 09292y PIni °2 1781 . INFORM Act HB 5502 454
Lesley Fair, INFORM Consumers Act takes effect on June 27th. Is Your Business
Ready?Federal Trade Commission Business Blog (June 8, 2023) https://www.ftc.gov/
business-guidance/blog/2023/06/inform-consumers-act-takes-effect-june-27th-your-
.business-ready
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Nathaniel Gleicher, John Doe Subpoenas: Toward a Consistent Legal Standard, 118 YALE 455
D’Y7P1W D327 DIXIRD VOWNT "NV D°VITIVLOM D"ﬂi?"Wﬂ Sy 2nn, L. 320, 344 (2008)
Lyrissa Barnett Lidsky, Anonymity in 03 187 .7D°WAN 9Y N1E% OX7 0°1M32 07 WK
.Cyberspace: What Can We Learn From John, Doe? B.C L. REv. 1373, 1375 (2009)
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Diem White Paper, available at https://bit.ly/30Nwued, The Radical Idea Hiding Inside 459
Facebook's Digital Currency Proposal, MIT TECH. REv. (2019)

Fennie Wang & Primavera De Filippi, Self-Sovereign Identity in 1R pWn WA T TIRT? 460
a Globalized World: Credentials-Based Identity Systems as a Driver for Economic
Inclusion, FRONTIERS IN BLOCKCHAIN (Jan 2020)
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;460 W71 2°v9 ,Wang & De Filippi ; 3 w771 2292 ,DION-SCHWARZ, MANHEIM & JOHNSTON 461
“[E]very day of every week hackers break into ) 110,107 '»¥3,371 w13 2¥2 ,VELIZ
networks and steal data about people. Sometimes they use that data to commit fraud. Other
times they use it for shaming, extortion or coercion”); Matthew B. Kugler, From
Identification to Identity Theft: Public Perceptions of Biometric Privacy Harms, 10 U.C.
IRVINE L. REV. 107 (2019); Sara S. Greene, Stealing Identity from the Poor, DUKE LAW
.SCHOOL PUBLIC LAW& LEGAL THEORY SERIES NO. 2021-17

Daniel J. Solove & Danielle Keats Citron, Risk 181 ¥ 717 %7151 0I3W 1IR7 p1In 2y 462
.and Anxiety: A Theory of Data-Breach Harms, 96 TEX. L. REv. 737, 768 (2018)

Mark Verstraete & Tal Zarsky, X7 a0 0127 MvIna IEPIX 920 N 1°yn 0pP°pn 463
.Optimizing Breach Notification, 2021, 810 ILL. L. REv. 803, 809-812 (2020)
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Daniel J. Solove, The Myth of the Privacy Paradox89 GEO. WASH. L.REV. IR 17 %9115 465
.1,50(2021)

Rocio de la Cruz, Privacy Laws in the Blockchain Environment, 3 ANNALS OF EMERGING 466
TECHNOLOGIES IN COMPUTING (AETIC) 34, 39 (2019) (“encrypting the data by choosing an
encryption option that ensures a high level of confidentiality....[T]he solution I recommend
here to minimise risks of breaching the law and/or facing a data breach incident, is
anonymizing the personal data to the maximum extent that still allows the Blockchain
.achieve its purpose”)
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Michael Froomkin & Zak Colangelo, Privacy as Safety, ; 55 92,218 0”11 2°¥2 ,SNYERS 467
95 WASH. L REV.101, 145-147 (2020); A Deep Dive on End-to-End Encryption: How Do
Public Key Encryption Systems Work?, ELEC. FRONTIER FOUND. SURVEILLANCE
SELF-DEFENSE GUIDE (Nov. 19, 2018), https://bit.ly/3Pbh830; Jonathon W. Penney &
Bruce Schneier, Platforms, Encryption and the CFAA the Case of WhatsApp V. NSO
Group, 101 BERKELEY TECH. L.J 101,132(2021) (“for the Financial Industry Regulatory
Authority (FINRA), encryption is a ‘critically important’ tool in a firm’s cybersecurity
.arsenal”)

.0V ,463 W7 Y9 Verstraete & Zarsky 468

.RnNR YW MY oy 71530 27w ¥O¥n 304 /Y3 ,466 W71 Y7 ,Rocio de la Cruz 469

Paul Ohm, Broken Promises of Privacy: Responding to the X7 nnnnan mvam %y 470
Surprising Failure of Anonymization, 57 UCLA L. REV. 1701 (2010)

Ira S. Rubinstein & Woodrow Hartzog, Anonymization and Risk, 91 WASH. L. REv. 703 471
nnnon bw '|"7:'D 'Ii??).hu'l'? 12798 3PnN7 °0 0°1YIVI 112°0 N0DIAN WA D XnRA (2016)
175°0 NDDIAMD YT°1 NALIAR NP1 TN 7Y .p11 YW NL2mm AY*Ima K21, wInn "2 11507
DANIEL J. SOLOVE, WOODROW X7 ¥7°7 NMLARI N1YITERIID ,NIMI 172 71X T30 Y
.HARTZOG, BREACHED 71-75 (2022)

Alexandra Giannopoulou, Putting Data Protection by Design on the Blockchain, 7 472
EUROPEAN DATA PROTECTION L REV. 388 (2021) (“The use of encryption techniques as
central features to the design of blockchains, would make the appear in compliance with
part of the data protection by design obligations, since encryption is particularly underlined
.n article 25(1) GDPR”)

Regulation 2016/679 of the European Parliament and of the Council of 27 April 2016 on 473
the Protection of Natural Persons with Regard to the Processing of Personal Data and on the
Free Movement of Such Data, and Repealing Directive 95/46/EC (General Data Protection
.Regulation), 2016 O.J. (L 119)
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“Art 45 titled Transfers on the basis of an adequacy decision”, Paul M. Schwartz, Global 474
.Data Privacy: The EU Way, 94 N.Y.U. L. REV. 771 (2019)

Alexander Tsesis, Data Subjects’ Privacy Rights: Regulation of Personal Data X7 475
.Retention and Erasure, 90 U. CoLo. L. REv. 593, 594 (2019)

.GDPR Art 4(1) “any information relating to an identified or identifiable natural person” 476

.GDPR Recital 26 477
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Waltraut Kotschy, The New General Data Protection Regulation - Is there Sufficient pay- 483
off for Taking the Trouble to Anonymize or Pseudonymize Data? (Nov. 2016)
https://bit.ly/3afrkbT
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